
GP016 Data Protection Policy v05  Page 1 of 10 

 
 
 
 
 
 
 
 

 
Havebury Homes 
 
DATA PROTECTION POLICY 
(GP 016) 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Unique Procedure Reference No GP016 
Approved by (inc date) Board via resolution in writing on 5 January 2026 
Date due for review 01/2028 
Author (Document Owner) Data Protection Officer 
Accountable Director (Relevant ED) Director Of Resources & Company Secretary 

Consultation 

Consultee Y / N Date 
Resident Voice N  
JNC N  
Other (ITC, 
Facilities) 

Y  

Equality & Diversity Impact 
Assessment Outcome 

Low 

Legal Advice (inc date) N/A 
  



GP016 Data Protection Policy v05  Page 2 of 10 

1. Policy Statement 
1.1. Havebury Homes is committed to respecting and protecting the personal 

data entrusted to us. We recognise our responsibility under applicable law 
— including the UK GDPR, the Data Protection Act 2018 (DPA 2018) and as 
amended by the Data Use and Access Act 2025 (DUAA 2025) — to ensure 
such data is handled appropriately, securely, and in a way that respects the 
rights of individuals whose data we hold. 

1.2. Failure to meet these responsibilities could harm individuals, damage our 
reputation, or lead to regulatory or financial consequences. Therefore, 
protecting personal data is a priority for Havebury Homes. 

 
2. Purpose of this Policy 

This document sets out the principles, standards and responsibilities that 
guide how Havebury Homes collects, uses, stores, shares and disposes of 
personal data. It provides a framework for compliance and ensures 
everyone working for or with Havebury Homes understands their 
obligations. 

 
3. Definitions 

Anonymisation Keeping a record but clearing the personal data. 
Breach An incident which has highlighted non-

compliance with the General Data Protection 
Regulation 

Data Controller An organisation, such as Havebury Homes, that 
controls the flow of personal data collected by it 
about Data Subjects 

Data Processor An organisation working under contract with a 
Data Controller on their behalf that processes 
personal data. 

Data Processing 
Agreement 

Data Processors must only act on the written 
instructions of the Data Controller. Standard 
clauses are part of the contract between the 
Data Controller and the Data Processor. 

Data Protection 
Officer 

An independent expert in data protection whose 
role is to monitor internal compliance, inform and 
advise on your data protection obligations, 
provide advice regarding the impact of 
processing personal data and act as a contact 
point for data subjects and the Information 
Commissioners Office. 

Data Sharing Protocol An agreement for the sharing of personal data 
amongst Data Controllers (as opposed to Data 
Processors, an example being where we share 
data legally with Local Authorities or Police). 

Data Subject An individual whose personal data is being 
processed. 
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DPIA Data Protection Impact Assessment, used to 
identify privacy or DP concerns before 
implementing new way of processing personal 
data. 

Near-miss An incident where a breach would have occurred 
except for an unexpected action or set of 
circumstances which prevented it 

Personal data As defined in Article 4 of GDPR means any 
information relating to a person, identified or 
identifiable from that data either directly or 
indirectly, in an electronic or paper structured 
filing system. 

Pseudonymisation Replacing personal data with an identifier that 
cannot be used to identify the Data Subject 
except from a separate limited-access set of 
records. 

Special category data This is personal data that needs more protection 
because it is sensitive – it is prescribed as 
personal data revealing racial or ethnic origin, 
political opinions, religious or philosophical 
beliefs, trade union membership, genetic data, 
biometric data (where used for identification 
purposes), data concerning health, a person’s 
sex life; or a person’s sexual orientation. We also 
consider criminal convictions and offences data 
to be special category data. 

Sub-processor An organisation which processes data on behalf 
of a Data Processor with whom we have shared 
personal data. 

 
4. Scope 
4.1. This policy applies to: 

• All employees, board members, agency staff, contractors, volunteers, 
agents and any third‑party representatives engaged with Havebury 
Homes; 

• All personal data processed by Havebury Homes, whether held in 
electronic or paper form; 

• All processing activities, including but not limited to, collection, storage, 
use, sharing, retention, deletion, anonymisation or pseudonymisation. 

4.2. Adherence to this policy is mandatory. Non‑compliance may result in 
disciplinary or contractual action. 

 
5. Key Data Protection Principles 
5.1. When processing personal data, Havebury Homes will comply with the core 

data protection principles under UK GDPR / Data Protection Act 2018 (as 
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amended by DUAA 2025). Specifically, we commit to ensure that personal 
data is: 
• Processed lawfully, fairly, and in a transparent manner. 
• Collected for specified, explicit and legitimate purposes, and not used 

for other purposes incompatible with the original reason. 
• Adequate, relevant and limited to what is necessary for the purposes for 

which it is processed (“data minimisation”). 
• Accurate and, where necessary, kept up to date; inaccurate data will be 

corrected or deleted without delay. 
• Retained only for as long as necessary for the purposes for which it 

was collected; thereafter securely erased, destroyed or anonymised 
(unless retention is required for lawful reasons). 

• Processed in a manner that ensures security - protected against 
unauthorised or unlawful processing, accidental loss, destruction or 
damage - using appropriate technical and organisational measures. 

• Accountable: we will document our processing activities and be able 
to demonstrate compliance with these principles. 

 
6. Legal Basis and Consent / Legal Grounds 
6.1. We will only process personal data where we have a valid lawful basis under 

UK GDPR (e.g., contract, legal obligation, legitimate interest, consent, public 
task). 

6.2. Where we process “special category” data (for example health, criminal 
convictions, sensitive information), we will identify and document the 
additional legal condition required under the Data Protection Act 2018 (as 
amended by DUAA 2025 where applicable). 

6.3. If we rely on consent: it must be freely given, specific, informed, and 
unambiguous. Data subjects must be informed of their right to withdraw 
consent at any time. 

6.4. If processing on the basis of legitimate interest: have regard to any new lawful 
grounds introduced by the amended DUAA 2025 (for example “Recognised 
Legitimate Interests,” where applicable), and document our decision‑making, 
including any Legitimate Interest Assessment (LIA) or balancing test, where 
required.  ￼ 

 
7. Data Retention, Anonymisation and Deletion 
7.1. Havebury Homes will maintain a Data Retention Schedule, setting out 

retention periods for the different categories of data we hold (e.g. tenant 
records, contractor data, former staff data). 

7.2. Once data is no longer needed for its original purpose - and no other legal or 
business reason requires its retention - we will securely erase, destroy, 
anonymise or pseudonymise it. 
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7.3. Where full deletion is not appropriate (e.g. for statutory or audit reasons), 
appropriate safeguards will be applied. 

 
8. Data Subject Rights 
8.1. We will uphold the rights of data subjects under UK GDPR, including: 

• Right of access (to know what personal data we hold about them) - 
including responding to data subject access requests (DSARs) under 
revised rules (for example allowing “reasonable and proportionate” 
searches and ability to request further information from requestor under 
DUAA).  ￼ 

• Right of rectification (to correct inaccurate data) 
• Right to erasure / “right to be forgotten” (where applicable and lawful) 
• Right to restrict processing 
• Right to object to certain processing (e.g. legitimate interest, direct 

marketing) 
• Right to data portability (where applicable) 
• Right to be informed (transparency about why and how we process their 

data) 
• Right to withdraw consent at anytime 
• Right not to be subject to Automated Decision Making 
• Right to lodge a complaint to the DPO or to the Information Commissioners 

Office (ICO) 
8.2. We will have clear procedures to respond to these requests in a timely 

manner. 
 
9. Data Processors, Sharing and Third Parties 
9.1. Where Havebury Homes uses external organisations (processors) to handle 

personal data on our behalf, we will ensure there is a formal Data Processing 
Agreement (DPA) in place. 

9.2. Processors may only act on our documented instructions. 
9.3. Any data sharing with other organisations (e.g. local authorities, police, 

third‑party contractors) will be governed by a Data Sharing Protocol, and only 
occur where lawful, necessary, and in line with our data subject privacy 
notice. 

9.4. We will assess and document the risks associated with any sharing of 
personal data, especially where sensitive data or special category data is 
involved. 

 
10. Privacy by Design & Impact Assessments 
10.1. For any new systems, services, projects or significant changes to how we use 

personal data (including CCTV, IT systems, databases, automated 
decision‑making), we will carry out a Data Protection Impact Assessment 
(DPIA) where required. 
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10.2. We will embed data protection (privacy, security, minimisation) by design and 
by default in all systems and processes. 

 
11. Automated Decision Making (ADM) & Profiling 

In line with the Data Protection Regulation, if we use Automated Decision 
Making (ADM) or profiling that may have legal or similarly significant effects 
on individuals, we will: 
• Provide individuals with information about the decision-making logic, and 

the consequences; 
• Offer them the opportunity to make representations, request human 

review, or challenge the decision; 
• Ensure meaningful human intervention before final decision, where 

required under law.   
 
12. Security, Breach Reporting & Near‑Misses 
12.1. We will put in place appropriate technical and organisational measures to 

protect personal data - e.g. access controls, encryption, secure storage, 
secure disposal, staff awareness and training. 

12.2. All staff, contractors and third parties must report any data breach, data loss, 
or “near‑miss” incidents to the Data Protection Officer (DPO) on 
data.protection@havebury.com without delay. 

12.3. Havebury Homes will investigate all incidents, log them, and - where required 
- notify the supervisory authority (Information Commissioner’s Office, ICO) 
and affected data subjects, in line with legal requirements and internal 
breach procedures. 

 
13. Roles and Responsibilities 

 
 

Role / Group Responsibility 
Board Overall responsibility for data protection compliance and 

governance. 
DPO Operational oversight of data protection; liaison with ICO; 

maintaining records; leading DPIAs; advising staff; incident 
management. 

Executive and 
Leadership Team 

Ensure compliance within the Management Team 

Management 
Team 

Ensure staff in their teams follow this policy; that training is 
completed; that any new data processing is flagged to 
DPO. 

All Staff and 
Contractors  

Process personal data only in accordance with this policy; 
attend required training; report breaches or near‑misses; 
respect data subject rights; follow secure handling, 
storage and disposal procedures. 

mailto:data.protection@havebury.com
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14. Training and Awareness 
14.1. All staff (including agency workers, contractors, volunteers) must receive 

data protection training when joining Havebury Homes, and refresher training 
periodically (e.g. annually or after major changes). 

14.2. Training material will be reviewed regularly to ensure it remains relevant and 
up to date - especially in light of amended DUAA 2025 and evolving ICO 
guidance. 

 
15. Record‑Keeping and Accountability 
15.1. We will maintain records to demonstrate compliance, including but not 

limited to: 
• DPIAs and Impact Assessments; 
• Record of Processing Activities (RoPA) 
• Data Processing Agreements (with processors); 
• Data sharing protocols; 
• Records of staff training; 
• Records of data subject requests (access, erasure, rectification, etc.); 
o Register of Subject Access Request; 
o Data Breaches Register; 
o RTBF Register 
o CCTV Request Register; 

 
16. CCTV / Surveillance 
16.1. Havebury Homes operates CCTV or other surveillance systems: 

• We will keep a manifest/register of all CCTV cameras; 
• Have a CCTV Policy 
• Conduct a DPIA before installation or when making significant changes; 
• Review CCTV usage, retention and security regularly; 
• Ensure compliance with data minimisation, security, transparency, and 

data subject rights. 
 
17. Complaints and Data Subject Concerns 

In line with the Data Protection Regulations, we will put in place a clear 
process for individuals to lodge complaints if they believe their data is 
mis‑used, or their rights under data protection law have been breached. We 
will respond in a timely and transparent manner.   

 
18. International Data Transfers 

If we transfer personal data outside the United Kingdom, we will ensure that 
appropriate safeguards are in place - including assessing whether the 
receiving country offers a level of protection “not materially lower” than under 
UK law, or that suitable contractual or legal safeguards are in place - in line 
with amendments introduced under DUAA 2025.   
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19. Policy Review & Change Control 
19.1. This policy will be reviewed periodically (e.g. every 2 years, or sooner if 

legislation changes - such as DUAA 2025 or future amendments - Havebury 
Homes structure changes, or if we adopt new processing practices). 

19.2. Any proposed update will be approved by the governance body (Board or 
Executive). 

19.3. All staff will be notified of changes and required to read and confirm 
understanding. 
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Appendix A - Supporting Documentation (to be updated upon approval of all 
the policies) 
Document / Process Policy 

Number / 
Status 

Audience Document Owner 

Employee Privacy 
Notice 

Under 
Review 

Staff People & 
Resources 

Data Breach Policy Under 
Review 

Staff DPO 

Data Retention Policy Under 
Review 

Staff DPO 

Data Retention 
Schedule 

 Staff DPO 

Data Erasure Policy 
(Right to Be Forgotten – 
RTBF) 

Under 
Review 

Staff DPO 

Privacy Notice Website Residents / 
Tenants / Anyone 
providing data to 
Havebury 

DPO 

Resident Enquiry Form  Prospective 
Residents / 
Tenants 

Aftercare and 
Sales Team 

DPIA Process and Form Under 
Review 

Staff DPO 

SAR Process Under 
Review 

Staff DPO 

Data Breach Reporting  Under 
Review 

Staff DPO 

IT User Policy  GP019 Staff ICT 
CCTV Policy Under 

Review 
Staff / Residents / 
Tenants 

DPO 

AI Policy GP027 Staff ICT 
Social Media Policy  GP014 Staff Communications  
Recruitment Privacy 
Notice 

Under 
Review 

Website DPO / People & 
Resources 
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Appendix B – Version Control 
Version Date Author / Reviewer Summary of changes 
1.0. 17/01/2023 Assistant Director of 

ICT 
Initial draft of Data Protection 
Policy 

2.0. 15/11/2025 Rashmi Nadig, DPO Updated for UK GDPR 
compliance in line with the 
latest regulation 

2.1. 03/12/2025 Rashmi Nadig, DPO 
Jim Overy, Assistant 
Director of ICT 

Minor edits for clarity 
Updated the policies within 
Appendix A 
Updated Version Control as 
Appendix B 

2.2. 03/12/2025 Rashmi Nadig, DPO 
Marie McCleary, 
Director of Resources 
& Company Secretary 

Minor edits for clarity 

 
 

 


