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3.2.

Policy statement

Havebury Homes (HH) is committed to providing a safe and secure environment
for staff, residents, visitors and contractors. Where CCTV is used across HH sites,
it will always be proportionate, transparent and compliant with UK GDPR, while
safeguarding the privacy and rights of individuals whose images may be
captured.

This policy outlines HH's approach to the installation, management, monitoring,
retention, and disclosure of images recorded by closed-circuit television (CCTV)
systems across our properties and operations.

Purpose

The purpose of this policy is to provide a clear framework for the responsible,
transparent, and proportionate use of CCTV systems at HH-managed sites.

This policy sets out HH's principles and procedures for deploying CCTV and
processing personal data obtained through CCTV to:

e Support the prevention and detection of crime, anti-social behaviour, and
environmental nuisance (including but not limited to fly-tipping);

e Protect the safety of residents, staff, and contractors;

e Protect HH's assets, including property, bin stores, and communal areas;

e Fulfil our legal and contractual obligations, where applicable

This policy ensures HH meets its legal obligations and outlines how HH uses and
manages CCTV systems for the purposes of safety, security, tenancy
management, and crime prevention in accordance with:

UK General Data Protection Regulation (UK GDPR)
Data Protection Act 2018

Data Use and Access Act 2025 (DUAA 2025)
Surveillance Camera Code of Practice

Human Rights Act 1098 (Article 8)

ICO CCTV Code of Practice

Scope

This policy applies to all Closed-Circuit Television (CCTV) systems owned,
operated, managed, maintained, or commissioned by Havebury Homes.

The policy applies to:
321 All employees, agency workers, contractors, volunteers, consultants and
third parties involved in the operation, maintenance, monitoring,

management, installation, review, or decommissioning of CCTV systems.

3.2.2. Allresidents, visitors, contractors, suppliers, and members of the public who
may be captured by CCTV systems operated by Havebury Homes.

3.2.3. All fixed CCTV systems, associated recording equipment, storage devices,
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34.

35.

4.1

4.2.

4.3.

monitoring facilities, software, mobile CCTV solutions, and any future
surveillance technologies operated by or on behalf of Havebury Homes.

3.24. CCTV systems installed within offices, supported housing schemes,
independent living schemes, communal areas, external areas, car parks, bin
stores, and any other locations owned, managed or controlled by Havebury
Homes.

A complete and current record of all CCTV installations is maintained within the
Havebury CCTV Register (CCTV Manifest) which serves as the authoritative record
of:

CCTV locations;

System owners;
Processing purposes;
Equipment specifications;
Retention periods;
Access arrangements;
Associated DPIAS;
Maintenance records; and
Compliance reviews.

The CCTV Register (CCTV Manifest) shall be maintained by Havebury Homes and
updated whenever CCTV systems are installed, modified, upgraded, relocated,
decommissioned, or subject to significant operational change.

Resident-owned CCTV and smart doorbell devices (e.g. Ring, Eufy, Blink or similar
systems) are not operated by Havebury Homes and are outside the scope of this
policy. Residents must obtain written permission from Havebury Homes before
installing such devices and must comply with any conditions imposed as part of the
approval process, tenancy requirements and applicable data protection legislation.
This is consistent with the resident alterations' approval process.

Lawful Basis for Processing

Havebury Homes primarily relies on Article 6(1)(f) UK GDPR (Legitimate Interests) for
the operation of CCTV systems.

The legitimate interests pursued include:
4.21. protecting residents, staff, visitors and contractors;

4.22. preventing and detecting crime, anti-social behaviour and environmental
nuisance;

4.2.3. protecting property and assets;

4.2.4. supporting incident investigations;

4.2.5. safeguarding vulnerable individuals.

Where CCTV processing may incidentally capture special category data or criminal

offence data, Havebury Homes will ensure such processing is carried out in
accordance with applicable data protection legislation.



5.

6.2.

Definitions

CCTV

Closed-Circuit Television system used to monitor and record
images for security, health and safety, safeguarding, crime
prevention, tenancy management, and operational purposes.

Personal Data

Any information relating to an identified or identifiable living
individual, including CCTV images where a person can be
recognised.

Data Subject

The individual whose personal data is being processed,
including residents, staff, contractors, visitors, and members of
the public captured by CCTV.

Data Controller

The organisation that determines the purposes and means of
processing personal data. For CCTV systems covered by this
policy, Havebury Homes is the Data Controller.

Data Processor

A third party that processes personal data on behalf of
Havebury Homes, such as CCTV installers, maintenance
providers, cloud providers, or monitoring companies.

DPO (Data
Protection Officer)

The individual responsible for advising on data protection
compliance, monitoring adherence to data protection
legislation, managing DPIAs, and supporting data subject
rights requests.

Legitimate A lawful basis under Article 6(1)(f) UK GDPR allowing personal

Interests data to be processed where necessary for a legitimate
purpose that does not override individuals' rights and
freedoms.

DPIA (Data A documented assessment required under UK GDPR to

Protection Impact | identify, assess and mitigate privacy risks arising from CCTV or

Assessment) other high-risk processing activities before implementation.

CCTV Register / The central record maintained by Havebury Homes which

CCTV Manifest records all CCTV installations, locations, purposes, system
details, retention settings, ownership, and compliance
information.

Subject Access A request made by a data subject seeking access to personal

Request (SAR) data relating to themselves, including CCTV footage where
identification is possible.

Field of View (FOV) | The area captured by a CCTV camera. Cameras should be
configured to capture only areas necessary for the stated
purpose and avoid unnecessary recording of private areas.

Privacy Masking A technical control used to obscure or block areas of a
camera view that are not required for monitoring purposes,
helping minimise the capture of unnecessary personal data.

Cloud CCTV A CCTV platform where recorded footage and associated

System management functions are hosted and managed using cloud-

based infrastructure.

Responsibilities

Data Protection Officer: Ensures data protection compliance, maintains DPIAS,
responds to subject access requests, and advises on risk.

IT: Oversees system security, access controls, and supplier liaison.
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7.2.

7.3

7.4.

7.5.

7.6.

Facilities Manager. Holds overall accountability for the organisation's CCTV
systems, including their installation, maintenance and compliance. Service
Managers are responsible for the operational use and oversight of CCTV within
their respective service areas where CCTV is installed.

Heads of Service / Line Managers: Ensure staff are aware of this policy and
follow it in practice.

Heads of Service and Project Managers are responsible for ensuring DPIAs are
completed before CCTV deployment.

Staff with CCTV access must follow this policy, only accessing footage for approved
purposes.

All employees are responsible for reading, ensuring a full understanding of and
complying with this policy and related procedures and instructions. All employees
are responsible for reporting to the Data Protection Officer any non-compliance that
they are aware of or suspect.

Signage and Awareness

All areas covered by CCTV will have clear and visible signage including but not
limited to:

7.11. Awarning that CCTV is in operation

7.1.2. The purpose of monitoring (e.g. safety, security, incident prevention)

7.1.3. A note that audio recording may be enabled in specific areas

7.1.4. The name of the data controller (Havebury Homes)

7.1.5. Contact details for Havebury Homes

7.1.6. A telephone number and email address

7.1.7. A QR code or link to the full privacy notice (second layer)

Signage will be positioned so that individuals can see it before entering the
monitored area. It will include an icon (e.g. a camera symbol) and be easy to
understand.

A second layer of privacy information is available via QR code on signage, on the
Havebury website, or in printed format at reception areas. This includes full details
under Article 13 UK GDPR, such as lawful basis, retention periods, data subject
rights, and contact information for the Data Protection Team.

Covert CCTV use is strictly limited to exceptional cases, e.g. persistent fly-tipping,
where signage would defeat the purpose. Any such use must be authorised by
the DPO and leadership.

Cameras are overt and signposted

No audio recording is enabled by default
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Facial recognition is not used

No CCTV in private areas (e.g. toilets or changing rooms)

All footage is encrypted and stored securely, with strict access controls
Data Access and Disclosure

Access is limited to authorised staff with a business need.

Disclosure to third parties (e.g. Police, solicitors) must be approved by the DPO
and logged.

Data subjects may request access to footage via Subject Access Requests. Please
contact the DPO upon receipt of such request immediately.

The Data Protection Officer shall maintain a separate CCTV Register recording all
requests for access to, review of, retention of, or disclosure of CCTV footage.

Retention and Disposal

CCTV images will be retained only for as long as necessary to fulfil the purpose
for which they were collected. Retention periods may vary between CCTV
systems depending on operational requirements, system capabilities, storage
arrangements and the outcome of the relevant DPIA. The applicable retention
period for each CCTV system shall be recorded within the CCTV Manifest and
reviewed periodically.

After the retention period, images will be securely deleted in accordance with
HH's Records Retention Schedule.

The Data Protection Officer shall maintain a register of CCTV images stored for
investigation.

The Data Protection Officer shall reassess any CCTV images retained for
investigation which have reached the end of their retention period to decide whether
they are required to be retained any longer.

CCTV images shall be stored in such a way as to ensure confidentiality integrity,
availability and restorability. CCTV storage locations shall be approved by the
Assistant Director of IT.

CCTV footage may be retained beyond the applicable retention period where
required for an active investigation, legal proceedings, insurance claim,
safeguarding matter, or law enforcement request.

Security and Technical Safeguards

CCTV systems will be located in secure areas, with limited access.

Appropriate technical and organisational measures will be implemented to
protect CCTV footage from unauthorised access, alteration, disclosure or loss.

Any remote access must be protected by multi-factor authentication and limited
to the UK or appropriate jurisdictions under adequacy regulations.
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Compliance checking and Vendor due diligence

Havebury Homes will undertake periodic reviews of CCTV systems to ensure they
remain necessary, proportionate, secure, and compliant with applicable legislation
and this policy.

Where third-party suppliers are used to install, maintain, host or support CCTV
systems, Havebury Homes will ensure appropriate contractual, security and data
protection safeguards are in place.

Where cloud services are used, appropriate due diligence and contractual
protections will be maintained to meet UK data protection requirements.

Some CCTV systems may utilise cloud-based CCTV management platforms.
Where cloud-hosted CCTV services are used, Havebury Homes will ensure
appropriate contractual, technical and organisational safeguards are in place,
including due diligence relating to data storage locations, access controls,
retention settings, security measures and applicable data protection
requirements.

Data Breaches and Security Incidents

Any actual or suspected loss, unauthorised access, disclosure, alteration or
destruction of CCTV footage must be reported in accordance with Havebury Homes'
Data Breach Policy and Procedure.

The Data Protection Officer will assess incidents and determine whether notification
to the Information Commissioner's Office or affected individuals is required.

Dash Cam Use

Havebury Homes may operate dash cams and associated telematics systems within
fleet vehicles where there is a legitimate business need, including vehicle safety,
incident investigation, insurance claims management, protection of staff and
property, and compliance with health and safety obligations.

Dash cam processing shall be supported by an appropriate DPIA and operated in
accordance with UK GDPR, this Policy and associated procedures.

Dash cam footage and associated telematics data shall only be accessed, used,
retained and disclosed where there is a legitimate business need and in accordance
with approved operational procedures.

Appropriate technical and organisational measures shall be implemented to protect
dash cam footage and associated personal data from unauthorised access,
disclosure, loss or misuse.

Individuals will be provided with appropriate privacy information regarding the use
of dash cams through privacy notices, policies, staff communications and, where
appropriate, vehicle signage.

Operational requirements relating to dash cam access, retention, disclosure, review,
maintenance, telematics monitoring and data subject rights are set out within the
CCTV Procedure, associated DPIAs and supporting documentation.



14. References

Related External Documents

Reference Link to reference

UK GDPR guidance and UK GDPR guidance and resources | ICO
resources

ICO Guidance to CCTV CCTV and video surveillance | ICO

DPA 2018 Data Protection Act 2018

Surveillance Camera Code of | Update to Surveillance Camera Code of Practice -
Practice GOV.UK

DUAA 2025 (Data Use and Data (Use and Access) Act 2025

Access Act)
e Privacy Notices

Records Retention and Disposal Schedule
CCTV Manifest

CCTV Register

CCTV Procedure

DPIA Templates

IT & Security Policies

15. Document control (mandatory section)

Uncontrolled version if printed or emailed
If you are viewing this document from your personal drive, via email or as a hard

copy, it may not be the latest version The current version can be found on the
HIVE.



https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/cctv-and-video-surveillance/
https://www.legislation.gov.uk/ukpga/2018/12/contents
https://www.gov.uk/government/publications/update-to-surveillance-camera-code
https://www.gov.uk/government/publications/update-to-surveillance-camera-code
https://www.legislation.gov.uk/ukpga/2025/18/contents
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